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Hepeqem, BOIIPOCOB BCTYNMUTECJABbHOI'0 UCIIBITAHUSA

Nudopmanus kak mpeamer 3amuThl. OCHOBHBIE CBOMCTBA 3amuinacMon HH(OpPMAIIHH.
[Tpuniune! kaTeropuzayu nHpopmanuu. Oxapakrepusyiite kareropuu. [lonsTus «3amura
unpopmanun» u «MHbDopmanmonHas 06e30macHOCThY». OCHOBHBIC HAMPABICHHS 3aIIUTHI
uHpOpMaLIUH.

VYrpo3sl OezomacHoctu. Yto Takoe 00BekThl yrpo3 MB? KakoBbl OCHOBHBIE MCTOYHUKU
yrpo3 3ammumaeMoil napopmanuu? KakoBbl e yrpo3 cO CTOPOHBI 3JI0YMBINIIICHHHUKOB?
Knaccugukanum yrpos 6e30macHOCTH (110 pa3Iu4HbIM KpUTepHsM). [loHsATHE ysI3BUMOCTH.
basel nanHbIX ysa3BUMOcTeR. B3auMocCBs3b ysI3BUMOCTEHN U yrpo3 0€3011aCHOCTH.

Mogenu ynpaBieHHs IOCTYNOM. ba3oBble MOHATHS W HMX B3aUMOCBS3b (OOBEKTHI U
CyOBeKThI, mpeoOpazoBaHHe HWHPOPMALUH, HHPOPMALUOHHBIE TOTOKA H  T.I.).
Knaccugmukanus 3amad, pernraeMbix MEXaHU3MaMH yIIPABJICHUS TOCTYIIOM (C TIpUMEpaMH).
CTpyKTypa TOCYHAapCTBEHHOW CHUCTeMbl 3ammTbl wuHQOpMmarwu. [loHsTHs: TaliHAa w
KOH(HICHIIMATBHOCTh. [ OCYyIapCTBEHHBIE PETyISATOPHl B 00JaCTH 3alIUTHl WH(OPMAIIHH.
[TonmHoMoumst u cepa xommereHnmu. KOpuandeckas OTBETCTBEHHOCTh 32 HApYIICHUS B
obnactu Ub (kogekcel, cTaTby, BUJIbl OTBETCTBEHHOCTH).

3akoH Ne5485-1 «O rocynapcTBeHHo# TaiiHey. Cdepa nesTeIbHOCTH, OCHOBHBIE TTOHSTHS.
OTHeceHUE CBEIEHUNM K TOCYAapCTBEHHOM TalHE W 3aCEKPEYMBAHME OTUX CBEJICHUM.
[Topsimok 3acexkpeuyrBaHUsS W PACCEKPEUMBAHMS CBEACHUN ©M uX Hocutenedl. ['puds
CEKPETHOCTHU. PEKBU3HUTHI HOCUTEIIEH CBEICHUN, COCTABIISIOIIMX TOCYIapCTBEHHYIO TalHY.
[TonsiTue koHpuaeHMaNTbHON nHPOopManu. Kareropun koHQuaeHInanbHONH HHOpMaIUK.
IOpuanueckne ocHOBaHUSI OrpaHMUYEHUs J0cTyna K uHpopMmanuu. Mupopmanus, noctyn
KOTOpOM HE MOXKET ObITh OrpaHHueH (3aKoHOAATeIbHO). OCHOBHBIE HOPMATHUBHO-IIPABOBBIE
JOKYMEHTBI, periIaMeHTUPYIOIIKE 3alIUTy KOHPUACHIMATbHOU HH(OpMAaLIUK.

Omnpenenure mnonsitue HCJ[. Uto Ttakoe kanan HCJI? Ha3oBuTe THMOBBIE MPUYHHBI
BO3HUKHOBeHUsI. OcHOBHBIE pyKoBosie qokyMmeHTel @CTIOK Poccun B 06s1actu 3an1uThl
uH(pOpMallMU OT HECAaHKIIMOHUPOBAHHOI'O JOCTYTA: KJIACCU(PUKALMA U UX Ha3HAUCHHE.
OcHoBHble TOHATHUS (enepanbHOro 3akoHa «O mepcoHaNbHBIX JaHHBIX» (152-D3):
nepconanbupie  nannble  (I[JJH), omepatop, o00paboTka MEPCOHAIBHBIX JIaHHBIX,
obe3nnmunBaHue, cornacue cyobekra Ha oopadotky [1/IH u ap.

TpebGoBanus K 3aIIMTe NEPCOHATBHBIX JTaHHBIX Ipu ux obpadotke B MCIIn. HopmatusHO-
npaBoBasi 0aza. Kareropum IlgH. AxtyanpHbie yrpo3sl 6e3omacHoctu [IJIH. YpoBeHb
zanuménnoctu UCIJIH.

JluniensupoBanne B oOnactu 3amuThl uH(popmaruu. HopmarmBHO-TipaBoBas 0Oa3a.
OcHoBHbBIE BUJBI JUIEH3UN B 00JIaCTH 3alIUTHl HH(GOPMALUU U JIUIEH3UPYIOIIHE OPraHbl.
[TonsiTre nuIeH3MOHHBIX TpeOoBaHui. CpoKku AeWCTBUS JUIEH3UN U €€ IPUOCTAHOBJICHHE.
Ceptudukanus cpeAcTtB 3amuThl UHGopManuu. CTpyKTypa TOCYIapCTBEHHOM CHUCTEMBI
cepruduxanu U e€ HopMmaTHBHO-TpaBoBast 0Oaza. CepTHU(HUKAT COOTBETCTBHS, CPOKHU
JENCTBUS, BO3SMOXHOCTb U YCJIOBUS MTPOJJIEHHUS.

[Tonsitne oObekTa MHPOpMaTu3auu. ATTecTarus 00bekToB nHpopmaTuzanuu. OCHOBHBIC
HOPMAaTUBHBIE W  METOAMYECKHE JOKYMEHTBl. YYaCTHUKM CHCTEMBI aTTECTALlUU.
Meponpusarus, npoBoAUMBIE NpU aTTecTannu. IIoHATHA aTTecTata COOTBETCTBUS, YCIOBHS
Y CPOKH €T0 JEHUCTBUA.
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[Tonsitre rocynapctBeHHOU nH(popMannoHHou cuctembl (I'MC). OcHOBHBIE HOPMAaTHBHO-
paBoOBbIE JOKyMEHTHI. Kiaccuukanus u mepedeHb MEpONpHITHH ISl 0OecTedeHus
3amuthl nHpopmarmu ['UC.

Onexrtponnas noamnuck (OII). HopmaruBho-mipaBoBasi 6a3a. Bumst OII. Ilpusnanme DOII
(ropuauyeckass 3HAUUMOCTB).  YJOCTOBEPAIOIIMKA LEHTP U €ro  akKpeauTalus.
KBamuduuupoBanusiii ceprudukar u ero Beigada. Cpeacrsa 1

Ayrentudukammus u  aBropu3anus. Knaccudukanms  meTomoB  ayTreHTH(UKaIWU.
JlocTOMHCTBAa M HENOCTaTKM METOA0B ayTeHTH(ukaumu. TexHudyeckue ycTpoicTBa
ayreHTuukanuu. [laponbHas 3ammra: yrpo3sl IpeoJ0JICHUS, CIIOCOOB! YCUIICHUSI.
CucreMbl 3ammuThl HHQOpMANMK OT HecaHKuoHupoBanHoro npocryna (C3U or HCUH).
OcHoBHBIE (DyHKIMOHATBHBIE BO3MOKHOCTH. Kiaccwl 3ammménnoctu AC ot HCH u
00JacTb NPUMEHEHMUS.

Cucrempl  npepoTBpamieHuss  yredek  uHpopmauumu  (DLP-cucremsr).  OcHOBHBIC
¢dbyHKUIMOHATBHBIE BOo3MOXHOCTH. Ouenka DLP-cucteM Ha CcOOTBETCTBHE TpeOOBaHUAM
OCTOIK. [Ipumepsl.

CpencrtBa antuBupycHoit 3amuthl (CAB3). Knaccudukanus. OcHOBHBIE (PYHKIIMOHABHBIC
BO3MOXKHOCTH. Kiaccsl 3ammmieHHoctu  coriacHo Tpeboanusim PCTOK  Poccum.
IIpumepsl.

CpenctBa  kpuntorpapuueckord  3ammutel  uHbopmaruu  (CK3U).  Ilpunmumns
¢yHkunonupoBanusi, oomas cxema u ocooennoctu npumenenns CK3U. Jlunensupoanue
nesitenibHOCTH B o6nactu K3U u cepruduxanus CK3U.

[TonsTue yreduku MHGOpPMAIMU MO TEXHUYECKOMY KaHaly (TEXHUYECKHE KaHajbl YTEUKH
undopmarnuu, TKYUW). Ilpuuunsl u ycnoBusi obpazoanusi TKYU. Knaccudukanus wu
OoCHOBHBbIE xapakrepuctukun TKY .

AKTyalnbHOCTh NpoOaeMaTuKu obecrieyeHus: 0€30MaCHOCTH KOMITBIOTEPHBIX CeTel. YTpO3bl
0e30MmacHOCTH (pa3Iu4HbIe MOIX0/bI K Kiaccupukanun). Knaccudukaius aHTpONOreHHbIX,
TEXHUYECKUX M TEXHOTEHHBIX Yrpo3 KOMIBIOTEPHbIM ceTsM. [loHsATue aTtaku Ha
KOMITBIOTEPHYIO CETh (11€Jh, TUTIOBOM CIICHapHii, KOHEUHAs 11ETIh).

ATaku Ha TPAHCIOPTHYIO MOACHCTEMY KOMITbIOTEpHOU ceTu. [laccuBHble ataku. MeTosb
IPOTUBO/ICUCTBUS NTACCUBHBIM aTakaM (OIUCaHHe MOJAX0A0B U cpeAcTB). ATaku tuna OTkas
B o0cmyxuBanuu (DoS). Obmas KoOHIENIMs TaKUX aTaKk U KOHewHas 1enb. Kimaccudukanms
DoS-arak mo yposHio OSI u mpuMeHseMble TEXHUKH.M Ha TPAHCIIOPTHYIO TOJCHCTEMY
KOMITBIOTEPHOM CETH.

beszonacHocts 6ecnipoBonbix ceteit Wi-Fi. IIpoTokomns! mmdposanus WEP, TKIP u CCMP
(pa36op B 001IEeM BHJIE, KITIOUEBBIE XapaKTEPUCTUKH. be30macHOCTh JaHHBIX TPOTOKOJIOB U
NpUHLMIIAAIBHBIE OTIAMYUS Jpyr oT apyra. Ilporpammel ceptudukanuu WPA/WPA2.
CpaBuenue 0e3onacHoctu npotokoiaa WEP ot nporpamm WPA nu WPA2.

MexceteBbie 3kpanbl (MD3). TumoBas apXWTeKTypa ceTel, 3ammuimaeMbrx MO,
Knaccudukammst MO cormacao poxkymentam ®CTOK Poccuu. [loHATHS: Kiacc 3amiuThI,
Ul MO 1 npouIib 3a1UTHL.

Cuctembl oOHapyxenus Bropxkenud (COB, IDS). Knaccudukamms. OcHOBHBIC
dbyHKIIMOHATBHBIE BO3MOKHOCTH. Kimaccsl 3ammmenHoctu corsacHo TpedoBanusam @CTIOK
Poccun. Ilpumepst.



Choucox PEKOMECHAOBAHHBIX UCTOYHUKOB

1. HudopmannonHas 6e30macHOCTh npennpusatus: Yuedonoe nocodue / H. B. I'pummna. -
2-¢ m3a. nmom. - MockBa: ®opym; Mocksa: HUL[ MH®PA-M, 2015. - 240 c. (moctyn wu3
AIIEKTPOHHON OMOIHOTEKN).

2. MHudopmarnmonnas 6e3omacHocTh U 3anuTa nuHpopmanuu: yaeOnuk / I1. H. bamuisl, A.
B. babam, E. K. bapanoBa. - Mocksa: PUOP, 2013. - 222 c. (moctynm M3 3JIEKTPOHHOU
OMOJIMOTEKH ).

3. 3amuTa nHpopMaruu [ DekTpoHHbIN pecypc]: yaebnoe nocodue / A. I1. XKyxk [u ap.].
- 2-¢ w3n. - Mocksa: UI[ PUOP; Mocka: HUL[ MHDPA-M, 2015. - 392 c. (moctyn wu3
DIIEKTPOHHON OMOIHOTEKN).

4. Opranuzanuss W TEXHOJOTMHM 3amuThl uHopMmarmu [Tekcr]: oOHapyxeHHe U
npenoTBpalieHrne NHHOPMAIMOHHBIX aTaK B aBTOMATU3MPOBAHHBIX CHCTEMaX MPEANPHUATHIA: yuel.
nocobue / B. A. Ceparok; ['oc. yH-T - Boeicm. mk. skoHomMukH. - Mocksa: I'Y - BIID, 2011. - 572
c.: mwi. - bubnwmorp.: c. 541-567.

o. Cerues, FO. H. 3amura nadopmanmuu u nHGOpMAMOHHAS OE30MACHOCTh: y4eOHOE

nocobue / FO.H. CriueB; Poccuiickuii sxoHomMuueckuii ynusepcurer uM. ['.B. Ilnexanona. - 1. -
Mocksa: OOO "Hayuno-uznarensckuii uenrp MHOPA-M".

6. Zaiiue  A.Il.  Texuuueckue cpecTBa M METOJbI 3aIIUTHI HHPOPMAIIIH:
PexomengoBano YMO By30B mo o0pazoBaHui0 B 00JacTH MH(GOPMAIMOHHON O€30MacHOCTH B
KadgecTBe y4eOHOro mocoOuWs AJISi CTYAEHTOB BBICIIMX y4YeOHBIX 3aBEICHUH, OOydJaIOMIMXCS IO
cnenuanbHOCTSIM 090102 -  "Kommbrotepnass Oe3omacHocts", 090105 - "KomruiekcHoe
obecrnieueHrne HHOOPMAIMOHHONW  OE30MacCHOCTH  aBTOMATHM3WpOBaHHBIX cuctem", 090106 -
"NnpopmaninoHHasi 6€30MacHOCTh TeIeKOMMYHUKalMOHHbIX cucteM" / 3aiineB A.Il. ; Illenymanos
A.A., MemepsikoB P.B., I'onyostaukoB U.B., ConmatoB A.A., Ckpsuib C.B. — 2012 (moctym u3
AIIEKTPOHHON OMOIHOTEKN).

7. Meronpl W cpencTBa 3amuUThl MHGOpMAIMM B KOMITBIOTEPHBIX CHCTEMax: ydeol.
nocobue st crynenToB By3oB / [1. b. Xopes. - 4-e u3n., crep. - MockBa: Axagemusi, 2008. - 256 c.

8. Bacunwesa U. H. Kpuntorpaduueckue mMeroap! 3amiuTel HHGOpMaLUU: YI€OHUK U
NPaKTUKYM Ul aKaJeMHUYecKoro OakalaBpHara MO0 HWHXEHEPHO-TEXHMUYECKHM HaNpaBJICHUSAM U
cnenuanpHOCTsM / U. H. BacunbeBa; Cankr-IlerepOypr. roc. skoHoM. yH-T. — 2016.

9. [Namxos C. b. Kpunrorpadguueckue MeTos! 3auuThl HHGOpMaUK: yued. nmocodue
s cryaentoB By3oB / C. b. Tamkos, O. A. IIpumenko, M. A. Uepernnes. — 2010.

10.  by3os, I''A. 3ammra uHpOpPMALKMU OrPAaHUYEHHOIO [JOCTyHNa OT YTE€YKH IO
TexHnueckuM kananam / I.A. By3os. - M.: I'JIT, 2016. - 586 c.

11.  by3os, I'.A. npakTHueckoe pyKOBOJICTBO IO BBISBICHUIO CHEIUATbHBIX TEXHUYECKUX
CPE/ICTB HECAaHKIIMOHUPOBAHHOTO TOydeHHUs: nHpopmaruu: YueoHoe mocooue/ I'.A. By3os. - M.:
['JIT, 2010. — 240.

Hopmamueno-npasosvie 0oxymenmul

1. Konctutynusa Poccuiickoit @exneparumu.

2. JlokTpuHa uHpopmanmonHoil 6e3onacHoctu Poccuiickoit denepanuu (yrB. YKazom
[Ipesunenta PD ot 5 nexadps 2016 r. Ne 646).

3. ®denepalibHbII 3aKOH ot 27.07.2006 Ne 149-@3 «O6 undopmarum,
MH(OPMALIMOHHBIX TEXHOJOTHAX U O 3alluTe HHPOpMAIUI» (C U3MEHEHUSIMH).

4. 3akoH P® "O rocynapcrBennoii taitne" ot 21.07.1993 N 5485-1 (¢ U3MEHEHUSAMHU).

5. ®enepanpubiii 3ak0H 0T 27.07.2006 No 152-®03 «O mepcoHaNbHBIX TAHHBIX» (C
W3MEHECHUSIMH ).

6. ®enepanbubiii 3aKk0H 0T 04.05.2011 No 99-®3 «O nuLEH3UPOBAHUU OTHAEIBHBIX
BHJIOB JICITEILHOCTHY (C N3MEHEHHUSIMH ).

7. ®enepanbHblii 3ak0H OT 27.12.2002 Ne 184-D3 «O TEeXHHUYECKOM PETYIUPOBAHUM

(C U3MEHEHUSAMH).



8. O®enepanbhbiii 3akoH oT 06.04.2011 Ne 63-03 «O06 »yekTpoHHOU moamucu» (cC
U3MEHEHUSIMH ).

9. 3akon Poccuiickoit @enepannu ot 29.07.04 No 98-03 «O kommepueckon TaitHe» (C
W3MEHEHUSIMH).

10.  Vka3 Ilpesunenta Poccwmiickoit ®enepanuu ot 17.03.2008 Ne 351 «O mepax mo
obecrieueHno uHMOpPMAIMOHHONW Oe3omacHocTu Poccuiickori ®enepanuvi MpU HCIOIb30BAHUH
WH(OPMAIMOHHO-TEIIEKOMMYHUKAITMOHHBIX CETeH MEXIYHAPOIHOTO0 MH(POPMAIMOHHOTO OOMEHAa)
(C UI3MEHEHUSMH ).

11.  Vka3 [Ipe3unenra Poccuiickoii @eneparuu ot 06.03.1997 Ne 188 «O06 yTBepkIeHUN
nepeyHs CBeICHUN KOH(DUICHIIMATBHOTO XapakTepay (C U3MEHEHUSIMU).

12. TlocranoBnenue [lpaBurennsctBa Poccuiickoit @enepannu ot 01.11.2012 Ne 1119
«O0 yTBepk/I€HUU TpeOOBaHUN K 3alUTe TMEPCOHANBHBIX JAHHBIX MpH HX 00paboTke B
MH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TAHHBIX)» (C U3MEHEHUSIMH).

13. [TocranoBnenue [IpaButensctBa Poccuiickoit denepanuu ot 15.09.2008 Ne 687 «O6
yrBepxkaeHnn [lomoxxeHust 06 0COOEHHOCTAX 00pabOTKM MEPCOHABHBIX TaHHBIX, OCYIIECTBIISIEMON
0e3 UCMOIb30BaHUS CPEACTB ABTOMATU3ALMN» (C U3MEHEHUSIMU).

14.  Tlocranosnenue IIpaButenscrBa Poccuiickoit @enepanun ot 06.07.2008 Ne 512 «O6
YTBEPKACHUH TPeOOBaHMUI K MaTepUAIbHBIM HOCUTENSIM OMOMETPUYECKUX MEPCOHATBHBIX JaHHBIX
U TEXHOJIOTUSIM XPaHEHHS TaKHX JAaHHBIX BHE MHPOPMALMOHHBIX CHCTEM IEPCOHANBHBIX TAHHBIX)»
(C UI3BMEHEHUSIMH ).

15. [Ipukaz DOCTIK Poccum ot 18.02.2013 Ne 21 (pen. ot 14.05.2020) «O6
yrBepxkaeHur CocTaBa M COAEpNKAHMS OPraHU3alMOHHBIX U TEXHUYECKUX MEp MO O0eCIeueHHUIo
0€30IIaCHOCTH TEPCOHANBHBIX JaHHBIX NpH HX 00paboTke B HWHPOPMALMOHHBIX CHCTEMax
MEPCOHAIBHBIX JaHHBIX).

16. [Mpukaz D®CTIK Poccum ot 11.02.2013 Ne 17 (pen. ot 28.05.2019) «OO6
yTBep)kIeHUH TpeGoBaHui o 3amuTe UHGOPMAIMK, HE COCTABIAIOLIEH rOCy/apCTBEHHYIO TaiiHy,
coJieprKallieiicst B rocyAapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX».

17. npukazoM OCTOK Poccun ot 02.06.2020 Ne 76 «TpebGoBanus 1o 6€30MacCHOCTH
UHPOpPMALlNK, YCTAaHABJIMBAIOIINE YPOBHH JOBEPHUS K CPEACTBAM TEXHHYECKOW 3aIIUTHI
UHPOPMALIUU U CpeCTBaM oOecrieuyeH sl 0e30MacHOCTH HH(OPMAIIMOHHBIX TEXHOJIOTHID.

18. T'OCT P 51275-2006 «3amuta napopmanuu. O0bekT nHPopMaruzanun. OakTopsl,
BO37eHcTBYIOIIME HAa MH(popMaruio. O6mue nonoxenus», M.: Crannaptungopm, 2007r.

19.  Meronnveckuii ToKyMeHT "MeToauKka OIEeHKH yrpo3 Oe3omacHocTH WHpopmanun'

(ytB. denepanbHOM Cay)O0H IO TEXHUUYECKOMY U 3KCIIOPTHOMY KOHTpOJIto 5 deBpans 2021 r.).

20. IIpukaz D®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepxknenun CocraBa u
COJIEpXKaHUsI OPraHW3allMOHHBIX M TEXHUYECKUX Mep Mo obecredeHuro 0e30macHOCTH
MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MH(OOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX
C UCIMOJIb30BAaHWEM CPEACTB KpunTorpadguueckoi 3ammuThl WHOOpMAIUK, HEOOXOJAMMBIX MJIs
BBITMIOJIHEHUs] ycTaHOBJIEHHBIX [IpaBurtensctBoM Poccuiickoit @enepanuu TpeOoBaHUM K 3alIuTe
MEPCOHAIBHBIX JaHHBIX JUISI KQXKIOTO U3 YPOBHEN 3aIUIIIEHHOCTHY (C M3MEHEHUSIMH).

Ilepeuens pecypcos ungpopmayuoHHo-meneKoMmyHuKayuonHou cemu « Mnmepnemy
— DeKTpoHHbIH Katanor Hay4yHoi oubmuorexkn COY. URL: https://bik.sfu-kras.ru

— Odunuanpupiii caiit PenepanbHONH CaykKObl TO TEXHUYECKOMY U IKCIOPTHOMY
koHTposio (PCTOK Poccun): URL: https://fstec.ru

— Hexommepueckas MHTEPHET-BEPCUU CHCTEMBI Koncynprantlroc: URL:
http://www.consultant.ru

CocraBuTenp IporpaMMsl.
K.(.-M.H., JIOIICHT, y
pykoBogutens HYJI Ub kad. IMKB UKUT e B.M. Bannmreitn


https://bik.sfu-kras.ru/
https://fstec.ru/
http://www.consultant.ru/

